PRIVACY AND CONFIDENTIAL INFORMATION

The Contractor shall not use Confidential Information for any purpose other than the limited purposes
set forth in this Contract, and all related and necessary actions taken in fulfillment of the obligations
thereunder. The Contractor shall hold all Confidential Information in confidence, and shall not
disclose such Confidential Information to any persons other than those directors, officers, employees,
and agents ("Representatives') who have a business-related need to have access to such Confidential
Information in furtherance of the limited purposes of this Contract and who have been apprised of,
and agree to maintain, the confidential nature of such information in accordance with the terms of this
Contract.

Contractor shall institute and maintain such security procedures as are commercially reasonable to
maintain the confidentiality of the Confidential Information while in its possession or control
including transportation, whether physically or electronically.

Contractor shall ensure that all indications of confidentiality contained on or included in any item of
Confidential Information shall be reproduced by Contractor on any reproduction, modification, or
translation of such Confidential Information. If requested by the State, Contractor shall make a
reasonable effort to add a proprietary notice or indication of confidentiality to any tangible materials
within its possession that contain Confidential Information of the State, as directed.

If requested by the State, Contractor shall return or destroy all Individually Identifiable Health
Information and Personally Identifiable Information it holds upon termination of this Agreement

Definitions used herein:

"Confidential Information” means all tangible and intangible information and materials accessed or
disclosed in connection with this Agreement, in any form or medium (and without regard to whether
the information is owned by the State or by a third party), that satisfy at least one of the following
criteria: (i) Personally Identifiable Information; (ii) Individually Identifiable Health Information; (iii)
non-public information related to the State’s employees, customers, technology (including data bases,
data processing and communications networking systems), schematics, specifications, and all
information or materials derived therefrom or based thereon; or (iv) information designated as
confidential in writing by the State.

“Individually Identifiable Health Information” means information that relates to the past, present, or
future physical or mental health or condition of the individual, or that relates to the provision of health
care in the past, present or future, and that is combined with or linked to any information that
identifies the individual or with respect to which there is a reasonable basis to believe the information
can be used to identify the individual.

'‘Personally Identifiable Information™ means an individual's last name and the individual's first name
or first initial, in combination with and linked to any of the following elements, if the element is not
publicly available information and is not encrypted, redacted, or altered in any manner that renders the
element unreadable: (a) the individual's Social Security number; (b) the individual's driver's license
number or state identification number; (c) the number of the individual's financial account, including a




credit or debit card account number, or any security code, access code, or password that would permit
access to the individual's financial account; (d) the individual's DNA profile; or (e) the individual's
unique biometric data, including fingerprint, voice print, retina or iris image, or any other unique
physical representation, and any other information protected by state or federal law.



